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Security and safety for
the connected home.

eero Secure adds security and safety services
to your eero devices, such as active threat
protection and advanced parental controls.
It can also give you deeper insights into your
network data usage and help improve your
browsing experience.

Whether you're setting up eero Secure for
the first time or looking to do more, we've
got you covered with the steps to set up and
use eero Secure.
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Note: Advanced Security
is enabled by default for
eero Secure.

Advanced Security

Help keep your family safe from accidentally visiting
malicious sites that may infect your devices.

Turn on advanced security from the Discover tab
in your eero mobile app

Discover

eero Secure
Active

Advanced security

eero Secure

‘ < Back eero Secure

Activity Activity

Scans Threat Blocks

208,803 1

Scans Threat Blocks

208,803 1

Ad Blocks Content Filters

465 3

Ad blocking
DDNS
Ad Blocks Content Filters

465 3

eero Internet Backup

Amazon Connected Home
=) Active

Security & privacy Security & privacy ®

Advanced Security
Prevent access to sites that host

Advanced Security

Prevent access to sites that host 0
malicious content or viruses, botnets,

phishing sites, and more

eero Labs

Active

malicious content or viruses, botnets.
phishing sites, and more

Ad Blocking Ad Blocking

Prevent most ads from appearing on Prevent most ads from appearing on
your mobile phone, desktop, and other

your mobile phone, desktop, and other
connected devices

connected devices

Block for Network Block for Network

Network Network

eero Backup Internet eero Backup Internet

Tap on Scroll down to the Toggle on
eero Secure. Security & Advanced Security.
privacy section.
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Ad Block

Improve your browsing experience by blocking
a variety of ads on your devices.

Turn on ad blocking from the Discover tab
in your eero mobile app.

Discover

GO

< Back eero Secure

GO
< Back eero Secure

Activity Activity
eero Secure

Active Scans Threat Blocks

208,803 1

Ad Blocks Content Filters

465 3

Scans Threat Blocks

208,803 1

Advanced security
Ad blocking
DDNS

eero Internet Backup

Ad Blocks Content Filters

465 3

Amazon Connected Home
P Active

Security & privacy ® Security & privacy ®

Advanced Security

Prevent access to sites that host o
malicious content or viruses, botnets,

phishing sites, and more

Advanced Security

Prevent access to sites that host o
malicious content or viruses, botnets,

phishing sites, and more

eero Labs
Active

Ad Blocking Ad Blocking

Prevent most ads from appearing on
your mobile phone, desktop, and other
connected devices

Prevent most ads from appearing on
your mobile phone, desktop, and other N
connected devices

Block for Network Block for Network

Network Network

eero Backup Internet eero Backup Internet

’l‘[
N2
Tap on Scroll down to the Toggle on

eero Secure. Security & privacy Ad Blocking.
section.



®)
o

Profiles

Create profiles so that you can set custom
schedules, control internet access, and apply
content filters by profile.

Create a profile from the Home tab
in the eero mobile app.

‘ Smith Home v

&} Internet
S Wired

=l e

Profiles

G Esther 0 Harper Add a Device
Add a Profile
e Sage o James

Add or Replace an eero Device

Computers & Personal

Annabel’s Kindle

[T] Ben'sFire HD

Invite a Guest

Invite a Network Admin

Cancel

Tap on the @ in the Select Add a Profile
top right. from the pop-up
menu.

Add a Profile

Justin

Computers & Personal

0 Google pixel phone
HTC Corporation

Justin's MacBook Air

Apple, Inc

[ sustinsiPhone
o

Justin's PC
Intel Corporate

— Justin's work MacBook

QIWIE|R|TJYJU]JI]JO]P

A|S|D|F|G|H@UK | L

Add a profile name.
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Profiles (continued)

Create profiles so that you can set custom
schedules, control internet access, and apply
content filters by profile.

Add a Profile n (%] Add a Profile

Justin Justin

You can add as
ike, but each de

Computers & Personal Computers & Personal
D Google pixel phone D Google pixel phone
HTC Corporation HTC Corporation

t

Justin's MacBeok Air Justin's MacBeok Air

Apple, Inc Apple, |

[ sustins iPhone Justin's iPhone
o

Justin's PC Justin's PC
Intel Corporate Intel Corporate

Justin's work MacBook Justin's work MacBook

Apple, Inc Apple, Inc

M Junie's MacBook Air M Junie’'s MacBook Air
Apple, Inc Apple, Inc
M Junie's work MacBook M Junie's work MacBook

Apple, Inc Apple, Inc

B Junie's iPhone Xs

Already in the

@ Junie's iPhone XS
profile Already in the J Junie profile

& &
Select which devices Tap Done.
to add to the profile.



Content Filters

Set restrictions for designated devices based on
preset age ranges or content categories.

Set up content filters from the Discover tab
in the eero mobile app.

Discover

eero Secure
Active

Advanced security

‘ < Back eero Secure

‘ < Back Content Filters

Ad Blocking

Prevent most ads from appearing on
your mobile phone, desktop, and other
connected devices

Create a version of the internet that fits
each family member’s age and interests.
Get started by selecting a profile or creating
anew one.

Block for Network
Ad blocking

DDNS Profiles

o Esther
e Grandma

Add Profile

Network

eero Internet Backup
eero Backup Internet

Amazon Connected Home

@ Active

DDNS
Connect your external IP address
to a unique eero domain

Parental Controls

eero Labs

Active

Content Filters
Prevent inappropriate content from being >
accessed on your network

Block Apps
Block access to apps like Roblox
and YouTube per profile

Advanced

Block & Allow Sites
The most granular block and allow settings

Tap on eero Secure. Scroll down to the Select the profile for
Parental Controls which you want to
section, and select set up Content Filters.
Content Filters.



Content Filters (continued)

Set restrictions for designated devices based on
preset age ranges or content categories.

Filter Level

Pick a default filter level for this profile. You
can customize all filters after you make a
selection.

Pre-K (O - 5 years)

A walled-garden experience of the internef, >
with our highest level of filtering for content
that may not be appropriate for kids.

Pre-Teen (6 - 12 years)

A substantially filtered version of the
internet that blocks social media,
messaging, adult content, and more

Teen (13 - 18 years)

A moderately open online experience that
filters out adult, illegal, and violent content
by default.

Adult

Al filters are disabled by default and ready
to be fully customized

Discover

m

Tap the desired
filter template.

Pre-K (O - 5 years) Apply

A walled-garden experience of the internet
with our highest level of filtering for content
that may not be appropriate for kids.

Filtered Search

O\ SafeSearch

(®) YouTube Restricted
Blocked Categories

g Adult Content

<2 lllegal or Criminal

@ Violent

C] Chat and Messaging

Discover

m

Review options and
tap Apply.

Content Filters

Advanced

Block apps

Block apps like Roblox and YouTube

Block & allow sites
The most granular block and
allow configurations

Search

SafeSearch
Block inappropriate search results
from Google, Bing, DuckDuckGo,
and Yandex

YouTube Restricted

Block inappropriate videos on
YouTube

Mature

Adult Content
Block gambling, dating services, and
sexually explicit sites

Illegal or Criminal
Block drugs, copyright infringement
and hacking sites

Violent

Discover

Toggle on/off
individual content
filter categories
as desired.



Content Filters (continued)

Set up content filters from a Profile
in the eero mobile app.

Filter Level

Pick a default filter level for this profile. You
can customize all filters after you make a
selection.

Esther
Pre-K (O - 5 years)

Online A walled-garden experience of the internet 5
with our highest level of filtering for content
that may not be appropriate for kids

Devices

Pre-Teen (6 - 12 years)
Esther’s Kindle - A substantially filtered version of the

internet that blocks social media,
messaging, adult content, and more

Add a Device

Teen (13 - 18 years)

A moderately open online experience that
filters out adult, illegal, and violent content
by default.

Add a Scheduled Pause

Ad blocking Adult

All filters are disabled by default and ready
to be fully customized
Parental controls
Content Filters

Block apps

Block & allow sites

Discover

m m

Select Content Filters. Tap the desired
filter template and

tap Apply.

Content Filters

Advanced

Block apps

Block apps like Roblox and YouTube

Block & allow sites
The most granular block and
allow configurations

Search

SafeSearch
Block inappropriate search results
from Google, Bing, DuckDuckGo,
and Yandex

YouTube Restricted

Block inappropriate videos on
YouTube

Mature

Adult Content

Block gambling, dating services, and
sexually explicit sites

Illegal or Criminal
Block drugs, copyright infringement

and hacking sites

Violent

Discover

m

Toggle on/off
individual content
filter categories
as desired.



Block apps

Block select apps for designated profiles.

Set up Block app from the Discover tab

in the eero mobile app.

Discover

eero Secure
Active
Advanced security
Ad blocking

DDNS

eero Internet Backup

Amazon Connected Home

@ Active

eero Labs

Active

Tap on eero Secure.

‘ < Back eero Secure

Ad Blocking

Prevent most ads from appearing on
your mobile phone, desktop, and other
connected devices

Block for Network
Network

eero Backup Internet

DDNS
Connect your external IP address
to a unique eero domain

Parental Controls

Content Filters
Prevent inappropriate content from being
accessed on your network

Block Apps
Block access to apps like Roblox
and YouTube per profile

Advanced

Block & Allow Sites
The most granular block and allow settings

Scroll down to the

Parental Controls

section, and select
Block Apps.

Block apps

Choose the profile you want to block apps
for.

Profiles

o Esther
e Grandma

Add Profile

Select the profile for
which you want to
block apps.



Block apps (continued)
Block select apps for designated profiles.

Set up Block app from the Discover tab
in the eero mobile app.

a0 -\

‘ < Back Blockapps (D

Search and select the apps you want to block
for this profile.

Q Search

4+ Popular| @ Blocked (3) = Adultcontent (]
@ Discord O
Chat and Messaging

Facebook

Social Media

© Instagram

Social Media

Netflix

Streaming

Twitter

Social Media

° YouTube

Streaming

Select the apps that
you want to block.

a0 -\

‘ £ Back Blockapps (1) Done

Search and select the apps you want to block
for this profile.

Q Search

4+ Popular| @ Blocked (3) = Adultcontent (]
@ Discord (-]
Chat and Messaging

Facebook

Social Media

© Instagram

Social Media

Netflix

Streaming

. Roblox

Twitter

Social Media

° YouTube

Streaming

’l‘[
N2
Confirm selection by
tapping Done.

1



Block apps (continued)

Set up content filters from a Profile

in the eero mobile app.

Esther

Online

Devices

Esther’s Kindle

Add a Device
Add a Scheduled Pause

Ad blocking

Parental controls
Content Filters
Block apps

Block & allow sites

Select Block apps.

Block apps @

Search and select the apps you want to block
for this profile.

Q Search

(4 Populor) @ Blocked(3) =l Aduitcontent

Discord O

Chat and Messaging

Facebook

Social Media

Instagram
Social Media

Netflix

Streaming

. Roblox

Games

TikTok

Social Media

Twitter

Social Media

° YouTube

Streaming

Select the apps that
you want to block.

P o ae -

< Back Blockapps (D)  Dene

Search and select the apps you want to block
for this profile.

Q Search
@ Blocked (3) 2 Adultcontent (]
Discord °

Chat and Messaging

Facebook

Social Media

Instagram
Social Media

Netflix

Streaming

. Roblox

Games

TikTok

Social Media

Twitter

Social Media

° YouTube

Streaming

Confirm selection by
tapping Done.

12



Block & Allow Sites

Help prevent particular websites from displaying
on certain family members’ devices.

Add a site to block from the Discover tab
in the eero mobile app.

Discover

eero Secure
Active

Advanced security

‘ < Back eero Secure

Block & Allow Sites

Ad Blocking
Prevent most ads from appearing on
bile phone, desktop, and other
ected devices

Allowed

Block for Network
Ad blocking
DDNS Network

eero Internet Backup
eero Backup Internet

FW Amazon Connected Home
= Active

Parental Controls

eero Labs
Active

You haven't added a site yet

Content Filters

Block Apps
Block access to apps like Roblox
and YouTube per profile

Advanced

Block & Allow Sites
The most granular block and allow settings

T

Tap on eero Secure. Scroll down to the Tap Add

Parental Controls Blocked Site.

section, and select
Block & Allow Sites.

13



HOW-TO GUIDE: BLOCK & ALLOW SITES

Block & Allow Sites (continued)

Help prevent particular websites from displaying on
certain family members’ devices.

For Allowed sites:

To add an allowed site, follow these same steps but toggle
to the Allowed tab and select Add Allowed Site on Step 3.

(o0 aBO

< Back Block & Allow Sites
(<) Block Site (<) Block Site

Blocked Allowed
Domain Domain ®

Allowing domains may take time to apply. Clear your
cache to improve. Learn More

Block for

Network

Profiles

netflix.com

Allowing domains may take time to apply. Clear your
cache to improve. Learn More

Block for

Network O

Profiles

Create a customized list of blocked sites for
the entire network or on individual profiles.

netflix.com
Network

o Ester o Ester
e Grandma ) e Grandma

Add Profile Add Profile

Add Blocked Site

Enter the URL of the
website you wish
to block and select
the Profile associated
with the blocked site.

Or select Network to
block it for all devices appears in the list
on the network and with the associated
confirm selection by profiles.
tapping Done.

The blocked site now
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eero Internet Backup

Keep your wifi up and running when your wired
connection goes down.

Manage eero Internet Backup from the Home tab

in the eero mobile app.

Internet

Wired connection
Online

eero Internet Backup

Your internet speed is fast!

With this kind of speed, you can strewam 4k
videos and music at the same time on
multiple devices.

Download
436 Mbps

Upload

45 Mbps

Updated
Apr 25,2:21am

Run speed test

Tap on Internet and
select eero

‘ < Back Internet Backup

eero Internet Backup

Use a backup connection to keep my
network online during a wired
outage.

e Add a backup network

Rearrange backup network

Devices with access
20 of 20

Toggle on eero
Internet Backup to

Add

Add trusted nearby wifi networks or a
personal hot spot. To make your hot spot
discoverable, toggle it ON in Settings of
your device (you can turn it OFF after, to

conserve data).

Important data usage information

Searching for nearby networks ()

Manually add network

Network #1
Network #2

Network #3

You are responsible for backup charges and
ensuring authorized use. Only add backup
networks that you trust. eero Internet Backup is
subject to eero's Subscription Terms of Service.

#
Select your network
from the list and

Internet Backup. turn on. Click on Add

a network.

enter your password.



Data Usage

View historical data usage by profile or device with
daily, weekly, or monthly snapshots.

View data usage activity from the Activity tab
in the eero mobile app.

Data usage
Show live usage

Activity

‘ < Activity

This Week
May 23-29

< Day Week

139 GB
May 23-29

<

o
Sun  Mon Tue Wed Thu Fri Sat

Internet

Fastest Download astest Upload

1123 Mbps T4 Mbps

Doyénloaded Data Uploaded Data

13.7GB 152.5 MB
ttlon a0tloe

Security

Scans Threat Blocks

208,803 1

Privacy & Safety

Profiles Devices

Annabel
1789.0 MB 112.3 M8

Esther
1456.7 MB 189.0 MB

Ad Blocks Content Filters
465 3

Justin
1123.4 MB 15.6 MB

Other Devices
412.3 GB 145.6 MB

Tap on the Navigate between
Downloaded or Day, Week, and Month
Uploaded Data block. tabs, and the Profiles
and Devices tabs.

Data usage
Show live usage

‘ < Activity

M Justin's MacBook Pro
— L49GB 14649 M8

- Junie’s MacBook Air
14.3 GB 19319 MB

Mario’s iPhone
12.3GB 122.2MB

=

Nintendo Switch
15281 MB 1.2 GB

Nintendo switch
1494.8 MB 111 GB

Google pixel phone
411 GB 1145.8 MB

(]

Echo
1699.6 MB 143.6 MB

©9

- Justin's PC
43877 MB 130 MB

{J

Yip's iPhone
13849 MB 112.7 MB

(T

Echo dot
4101.4 MB 1532 MB

Select a profile or device
to view more details.




Activity Center

See how many filters eero Secure has performed
and how many threats it has blocked.

View scans and threat blocks activity from the
Activity tab in the eero mobile app.

Activity

Threat Blocks

9:41 . il = W

& GOOD WAY IND. CO., LTD. Manage

This Week Day Week Month

May 23-29

< Week

219

Internet Nov 2020

212
Sep 6-12,2020

100
' | . ' ' | ' o
Sun  Mon Sat

Fastest Download astest Upload

1123 Mbps T4 Mbps

Downloaded Data Uploaded Data

13.7 GB 152.5 MB
ttlon aneloe

Security

UL

1 8 15
Tue Wed Thu Fri
Scans

208,803

Privacy & Safety

Threat categories
Top Devices

5 Phishing & Deception
M John's Laptop
= Appleinc

Botnet
Emily’s Phone

Ad Blocks Google

Malware

0
] SmartTV

Samsung

Spyware

8 Thermostat

Tap on the Scans or Navigate between Select a top device to
Threat Blocks block. the Day, Week, and view more details.
Month tabs.
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Notifications

Manage which eero Secure notifications you receive.

Manage notifications from the Settings tab

in the eero mobile app.

Select Notifications.

Settings

Smith Home

Account settings
Esther Smith

Wifi name
Smith Home

Wifi password

Guest Network
Smith Home Wifi Guest

Network settings
Network users
Nickname and timezone
Notifications

Software version
v612.0

Appearance

&

Settings

Notifications
Network users

Permission updates
Any response about an admin or
network transfer invite

Network

Network status
When your network is back online
and connected to internet

Devices
New devices

All new devices

Any new device that joins your network
Unrecognized device names

Any new device that joins your network @)
with an unr ized device name

Reports

Data usage activity
On

Weeklv securitv activity n

j‘k
Customize

notifications
to your liking.



eastlink | eero

For troubleshooting and further support visit
my.eastlink.ca/customer-support.

Eastlink 1-888-345-1111

eastlink.ca





